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General description

Introduction

Welcome to the world of professional counter surveillance! The Delta X system will makeugour
swees quick andeasy, while providing extremetgliable results. The systésmhardware incorporates a
powerful spectrum analyzewhich providesa superfast speed of mesurements withextreme
sensitivity, while théouilt in RF'switcher' extendsthe systems functionality. The sipplied set includes
the full set of equipmennheeded forprofessionabugdetection omnidirectional antennadirected
microwave antennamultifunction probe forchecking the infraredéw frequenciesand wires, cables
andadapters

Unlike conventional spectrum analyzers which reqgthesindividualinspection ofeachradio band
dependingon its assignmentthe Delta X does everything automaticallihe signals are recognized in
the spectrumand cepending on theype are saved in thécommori' or "mobile & wireless sectiors of
the constantlyupdated list. Bch signais assigned an individudhngerlevel,helpingthe operatorto
distinguish betweersafe external sourceand suspicious locadansmitters

The great advantage of the Delta X ishiggh sensitivity animmunity to interference. While nedield
receivas and detectors lose their sensitivigther significantly or fully, near strong transmitters such as
cellular towers, communication antennas, broadcasting stationsi-Miiccess pointgnd wireless
phones etc. the Delta détains its ability to detecRF bugs & significant distance.

Features

1 Quickly and reliably detects all kinds oflIREeningdevices includinganalog digital, constantly
existing andntermittent, sending audio or video, witbr without encryption

9 Findshidden surveillancéevices employinthe digital standard§&SM, 3G, 4GILE, Bletooth,
Wi-Fi, DECT, etc.

91 Detectsillegalinformationtransmissiorin AC, telephone, Ethernet, alaramd other wiresas
well as in the infrared rangeith the help of thesuppliedMultifunction Piobe

1 Can wok ininstant detection mode guardng mode, locatingmodeand car tracker detection

1 Hasa20-50 times higher sensitivitgnd detection distanceomparedto conventional RF
detectorsand nearfield receivers

1 Can monitor the RF environment Bdurs a day with data logging

9 Capable of detecting covert bugging devices w&ittaccumulation function and transmitters
hidden within the spectrums of other signals

1 Supports storage ainunlimited quantity of signals. Full information is stored in thg &nd can
be reviewed during the detectiqror at alater time. Multiple logs are supported.

1 58Y2RdzA I GA2y 2F FdRA2 AYy CazX 'azx '{.3 [{.Z

9 Alarm relay output can activate external devices when a dangesigusl is detected (turon a
CCTV system, for example)

f Comesn a protected cas¢hat allows you to place &3-m n ¢  finsidd{nat idcluded in the
supplied set)

1 Powered from the laptojs USB

Exclusve features of the 2000/6 Realime version:
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High update rate2000-3000 MHz per second
Frequency rangd0kHz¢ 6000 MHz
Reactiortime: 2-3 seconds

Instantly detectsligital signalsvith short bursts
1 Can detect and locate the transmitter simultaneously

=A =4 -8 =9

Exclusive features of the 100/12 version:

Update rateof 100MHz per second
Frequency range TkHz¢ 12400 MHz
Reaction time60-120 seconds

91 Detects digital signals with short bursts by accumulating data

= =4 =

Exclusive features of the 100/4 version:

1 Update rateof 100 MHz per second

1 Frequency rangd0kHz¢ 4400 MHz

1 Reaction time45seconds

91 Detects digital signals with short bursts by accumulating data
Advantages

U What itis aportable system controlled by a laptop computer
1 The hgh capacity o laptop's hard driveenables full data logging durirtige detection (247
possible)
1 Wider screen is more convenient for analysis
Compatible with touch screen laptops
9 The handheld use of antens& more convenient folocating transmitters ifmard to access
places

=

U Handling of the mobile and wireless bands GSM, CDMA, 3GTEIECT, Wi, Bluetooth, etc.

1 Mobile and wireless signals are deted simultaneously witlanalog transmissions

1 Mobile/wireless signals are detected with the use of individual thresholdsaamdisplayed
separately fromother signals

9 Activities withineach band are stored as one signdth a certain danger leveb avoid
excessive records in the Signals tadnhel to locatethe sourceswith ahopping frequency

1 Additional sweepingonthe "short-burst' bands argperformedto increa® the probability of
interception of such signals as GSM, 3G, 4G, DECHi, \Bluetooth, etc.

1 External interferencefrom neighboing mohile phones and Wi routers can be rejected with
the help of the thresholds

1 The supplied data files allow the operator to adjust the systette mobile/wireless bands
employed in the country of use

U Sensitivity and detection distance
9 The builtin spectrum analyzer has -BD times higher sensitivity and detection distance
compared to conventional RF detectors and nfield receivers
1 Resistant to interferencesensitivityremains high regardless tfe proximity to wireless
routers, cordless phones, mobile phon&¥towers, radio broadcasting and mobile
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communications

Support of the'Known signalstable

9 The operator camasily disihguish betweersafe and dangerous signals

1 The TV frequencies employed in the country of use can be quickly imported from the supplied
data files

1 The FM, VHF/UHF police and municipal channels can be collected andfsetdigther use

Advanced signal oegnition method

9 The signals are automatically recognized in the spectrum traces and inserted or updated in the
Signals table

1 Bothanalogueand digital signals are capturgdth an assigning of eorresponding Danger level

Unique algorithm of measuring ¢hsignalk Danger level

1 Usesacombination of the reference trace and individual thresholds for mobile/wireless bands

9 Takes into consideration both the sigisattrength and bandwidth

1 Works for both analogue ahdigital signals includingansmissions witla changing frequency

9 Is used during the locating procedure and providese reliable results comparead the
traditional "signal strengthmethod.

Low demads on the operatdslevel of knowledge

I The system can be prepared fdetection with the help of the'Update Masksprocedure
within a few minutes

1 Manual handingf spectrum traces is not necessary

Everything is donautomatically after the detection starts

1 The operator is warned by audio alarm when a dangerous signal is detected

=

Data logging

91 All the spectrum traces and alarms are loggedydetection

9 The situation at any given time can be reviewed and studied

1 24 hours aay logging provides dection of periodically workingémotely controlled bugging
devices

Tracking othe signak activity

9 The full history of each separate sigral of all sighals simultaneousig displayed on the
Alarms graph

1 The events at any gindime can be reviewed by simptlicking on the graph

9 The operator can see the duration ahactivity andas suctdistinguish béwveen any
interferenceand real danger

The Waterfall and Persistence graphs
1 Both the present and previous measurements at any given time can be displayed
1 The displayed time interval (densitig)selectable in the rangd & minutes to 6 hours

Car Tracker Detector mode
1 The monitoringof mobile bands can detect signals fr@®S trackers hidden within a vehicle

5
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Functions of the software

1

Rich visual representatio@pectrogram/Persistence, Waterfall, Alarms graph

The Known i§nals tableallows the system to rejedtV, FM and othéffriendly" signals while
maintaininghigh sensitivity to unknown signals.

The Detectoand Locatorallow the opeator to perform location of a bugging device with both
visual and audio notification

The Alarm Threshold decreases the false alarm rate

The Hold Max Danger feature selects and shows ttangest signals for their locaticas the
systemis moved duringletection

The Update Mask procedure allows the operator to quickly adjust thesyt the local RF
environment i order to reject safe signals

Sorting and filtering is supported in the Signals table

The Report function allows the operator to export all obtained information about the desired
signals

Is easily localizable to any language

Working modes

(0]

Stop / View Log

Review of thaletectionresultsstored inthe log. TheSgnalstable, SpectrogramWaterfalland
Alarmsgraph give full information about the detected signafglalarm events

Update masks

Quick preparation fodetection¢ the system automaticallgccumulates thévsroadcasting and
other safesignalsexisting in the are@ order to pas®verthem during the subsequent
detection

RF Sweep

Themaindetection mode Providesmaximumreaction timeandthe highestsensitivity. Tie
operator canmove the systenor its antenna during the detection

Guard 24/7

Rejection of bBort transmissiongnd usage of two antennas reduces false alarms in this mode.
SQuitablefor 24 hour detection without unwantethlse alarms

CarTracker Detector

Detection ofvehicle mountedGPS trackers transriitg the coordinates via mobé networks
Probe

Checking oAC, Ethernet, Telephone and Alawires and the infrarelow frequencyfor the
presence of unwantetugging signals

Signal Analyzer

Analysisdemodulation andgohysical locatingf detected signals

Settings

Includes the gneralsettings andinformation about themobile networks and wireless bands
existing inthe area as well as tHanown signalsable
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Soecification
General
2000/6 RealTime 100/12 100/4
Update rate 2000-3000 100 MHz/sec | 100 MHz/sec
MHz/sec
Frequency range 40 kHz 6000 100 kHz; 40 kHzg
MHz 12400 MHz 4400 MHz
Reaction time 2-3 sec 60-120 45seconds
(How quickly a dangerous signal is detegted seconds
Spectrum resolution 9 kHz 15 kHz 15 kHz
Occupied disk spageer 24 hours 12 Gb 1Gb 0.5Gb
Temperature Range ncl 02 nc/ G2 nc/ 02
Demands orcomputer 3rdgen.ornewerl LY G4Stt ! {2Yux
Intel dual/quad /| 2NBun Ao
Core iseries 2xUSB 2.0
1xUSB 3.0 Windows 7, 8, 10
2xUSB 2.0
Windows 7,8,10 13mné¢ a ONBSy |
13mné &ON
recommended
Displayed dynamic range -tb n-X0 dBm
Displayed spectrum spans 0.5, 1, 2,5, 10, 25, 50, 100, 200, 500, 1000, 20
3000, 6000 MHz
Spectrum graphs Spectrogram, Waterfall
Spectrograrts displayed data Persistence, Live, Max, Threshold
Detectofsmodes Wide-Range, SignaBelection
Fields of'Signalstable Frequency, Bandwidth, Name, dbm Level, dbn
Peak Level, Danger Level, PBalnger_evel
Fields of'Bands table Begin, End, Name, Type, Threshold, Priority,
Tracker detection
Fields of'Known Signalgable Frequency, BW, Name, Modulation

ODA4 omnidirectional antenna

Can be used with any RF equipment, including receivers, spectrum analyzers, RF detectors, etc.
Is capable of receiving the entire frequency rangekB¢ 6000 MHz with increased sensitivity

in the range oBO MHz- 4000 MHz

Tripod mountable (tripodupplied)

The tripod can convert to a hadtkld unit for manual probing (locating procedure)

Connector type: BNC

80 cm cable

Dimensions (without tripod) 20 x 3.5 x 0.6 cm

Mode of use: receive

Indoor use only

= =

= =4 =4 -4 -8 -8 -9

MWA-6 microwave antenna
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Can be used with any RF equipment, including receivers, spectrum analyzers, RF detectors, etc.
Is particularly good for the location of GSM, CDMA, 3G, 4G (LTHEaX)i WiFi 2.4GHz,
Bluetooth, WiFi 5GHz, DECT and other digital transmissions

Frequency rage 8006500 MHz

Directed (logperiodic)

Typical forward gain: 6 dBi

Tripod mountable (tripod supplied)

The tripod can convert to a hadteld unit for manual probing (locating procedure)
Connector type: SMA

80 cm cable

Dimensions (without tripod) 18 x 1#x 0.7 cm

Mode of use: receive

Indoor use only

MWA-12 microwave antenna

)l
)l

=4 =4 =4 -8 -4 8 8 -9 _9 -9

Can be used with any RF equipment, including receivers, spectrum analyzers, RF detectors, etc.
Is particularly good for locating digital transmissions above 2GHz: 4G (LTE on ¢heanmes,
Wi-Max), WiFi 2.4GHz, Bluetooth, \WHi 5GHzFor tracing other microwave sources, including
bugging devices

Frequency range 20602000 MHz

Directed (logperiodic)

Typical forward gain: 8 dBi

Tripod mountable (tripod supplied)

The tripod carconvert to a haneheld unit for manual probing (locating procedure)

Connector type: SMA

80 cm cable

Dimensions (without tripod) 8 x 6 x 0.7 cm

Mode of use: receive

Indoor use only

TheMultifunction Probe

T

T

= =4 =

= =4 =

Detects electronics emitting an electromagnetic field, infrared signals dledjal signals in
110Vv/220V wiresEthernet telephone, alarm and other lowoltage wires
3 channels of detection:
0 IR¢infrared(built-in sensor)
0 LF-low frequency(built-in sensor)
0 WIRE high and lowvoltage wires
Frequency range
o0 IR:40kHz 4 MHz
0 LF:40 kHzc 10 MHz
0o WIRE: 40 kHz100 MHz
WIREMax. voltage 268V (Measurement Category II)
IR: Spectral range of sensitivity: 740 ... 1080 nm
Direction of sensor:
o LwY HnAnc
0 LF:Omnidirected360c
Dimensiondl45 x 82 30 mm
Connectors: BNC malisOC7 socket
Supplied with digh voltagecableand alow voltage"alligator’ cable
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Supplied set

Item 2000/6 100/12 100/4
RealTime
1. Main unit with the built-in spectrum analyzer an®F 1 1 1
switcher

2. Software Delta on the USB flash memory 1 1 1
3. ODA4 - omnidirectional antenna 1 1 1
4. MWA-6 - microwave antenna 1 1 1
5. MWA-12- microwave antenna 1

6. Multifunction Probewith cables 1 1 1
7. Coaxial lowattenuation cable 5 m 1 1 1
8. In-line modular adapter 1 1 1
9. Tripod convertible to handle 1 1 1
10. Set ofaccessoriegcases cover lock, angle USB 1 1 1

adapters, BN@o-SMA and SMAo-BNC adapters)
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Q Main unit with the builtin spectrum analyzer
and RF switcher

N5
I

%
0 Dectionst antenna

o MWA-6 - microwave antenna

MWA-6 Microwave antenna

e MWA-12 - microwave antenngsupplied with 100/12 only)

SS—-—

e Tripod convertible to handle

0 Coaxial lowattenuation cable 5 m Q Set of accessoriefunper cablecases

cover lock, angle USB adapters, BBNC
” SMA and SMAo-BNC adapters)

10
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Warnings

The spectrum analyzerinput attenuator and front end switches are sensitive to EleStiatic
Discharge (ESD) and have a damage level just above +20 dBragsmslaf breakagelue to this reason
will not be acceptedunder theproductswarranty.

Somecommon events which may lead fimnt end damagendthe loss of warrantynclude:

1 Applying more than +20 dBm peak power, such asraermma exposed to a radar pulse wsed
nearasignal exceeding 2 Watfnonlinear junction detctor, transceiver)

1 ESD from a passive antenna, either from discharge to an antenna element, or from connecting a
large antenna or cable whichas built up a static charge

1 Connecting to an active agina which is already powered up

The generatecommendations are:

1 Never connect any signals or outputs attive equipment directlyinto the INPUTconnector of
the spectrum analyzer

1 Do not useactive antennas

1 Do not turn on 25 Watt VHF/UHF transceiveend NLJD (nonlinear junction detectoris) a
close proximity to the antenna

11
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Startu p

Setup

Usea laptopin accordance with the specificatisrbove Insufficient processing power may result in
unstable operation.

U Depending on theomputerbeing usedandthe Windows versiorselect the appropriate setup file
on the supplied USB flash drive and run it

1 64 bit: Delta X Setup x64.exe
1 32 bit: Delta X Setup x86.exe

TheDelta Xsoftwareand driverswill be installed automatically.

U Reboot the computer

U Disable aludioenhancenents for the playback device in order to allow the Delta X softu@re
producesounds correctly:

il
il
il

1

Rightclick the speaker icon in the system tray (near the clock)
Select'Playback devicés

dick the sound devicerhich will be usedor playback (typicallySpeaker?), and then click
the Propertiesbutton

On one of the shown tabs find the checkmark responsible for the audio enhancements and
disable them. Remove the checkmark if itEhable Audio Enhancemehtsr set it if you see
"Disable all sound effects

Qick OK

Preparation of equipment

Before starting the work, to prevent accidental closing of the ‘casever insert the lock into the groove
near the veil of the case cover:

12
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U  Gonnect the cables to the corresponding USB slots of the compuecordance to theolor
markingon the USB connectorsTheblue USB 3.0 plugan be connected toorrespondindJSB
3.0/3.1socket onlywhile the otherUSB 2.0 plugsan be connected tany type 2.0 or 3.0/3.).

U  Theadditional USB cable coming out of the connector is designed to supply additional power to the
system. Connect it last.

U Use the angle USB adapters to avoid bending of the cables

0 USB 3.0 portis demanded by tH2000/6 Reallime' version only

The frontpanel of the Delta X has the following connectors and indicators:

1 INPUTC the input of the bult-in spectrum analyzer. iImost working modes themnidirectional
antennaODA4 anddirected microwave antenn®IWA-6 should be connected to this socket
directly.In the Probe mode and the Guard 24/7 mode with 2 antennas this socket should be
connected to the'SWITCHER OUT

T SWITCHER OWDbutput of the RF switcher

1 PROBE input for the Multifunction Probe whichshould be onnected with the help of therb
extensioncable supplied in the set

9 ANT 1¢input for the main antenna in the Guard 24/7 mode with thar&enna algorithm

ANT 2¢ input for the remote antenna in the Guard 24/7 mode with th@2tenna algorithm

1 ALARM indicator of a high alarm level and the relaytput (normally open, max. voltage 25
V).

=

Connectiorof the antennadepends on the working mode:

13
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AntennaODA4 or MWA-6

A INPUT SWITCHER
OUT

PROB

1 Probe

Jumper cable

N/ ITCHER

Multifunction probe

PROB

 Guard 24/7(2-antenna algorithm)

Jumper cable

Remote antenna
(ODA4)

Main antenna
(ODA4)

14
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Placement of antennas

The recommended way tie antennds placement is mounting them to the upper part of the case with
the use of supplied scremWhen using thisnethodthe operator can easily move the Delta X system
during detection and locating:

rowave antenna

MWA-6 Mic

The ODA4 antenna The MWAG antenna

Both theomnidirectional antenn@®DA4 anddirected microwave antenn®WA-6 can be mounted
simultaneously and connected to thRPUT in turndepending on the need.

During the locating procedure the operator might needéep the antennan handto probe objects
andhardto-access placasore closely. For thithe antenna can be mounted on the supplied tripod
which easily converts to a handle.

When the Delta X systems is used in a fixed position (Guard 24/7 mode) the antenna can be mounted on
the tripod.

Running the software

Start the Delta X softwar@heStartup window will appear on the screen and thegedure of finding
the connected hardware will be performed.

15
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Delta X Delta X

Countersurveillance sweeping system Countersurveillance sweeping system

Version 1.200 Version 1.200

g Checking connection of the hardware... Device not found

I
/N

Found device Delta X 2000/6 Real-Time, serial #17088687
Read mode

In case of detecting thBelta X equipmenthe "Found devicewill appear and the main window will
open.

If there is no connection, there will @'Device not foundimessageThe software can be closed or run
in the Read mode for reviewing the logs afthngingsettings.

Possible reasons for the absence of connection:

Not all USB cables are connected

The Bue USB 3.0 connector is inserted in the USB 2.0 slot

The pwering calte is connected before the signal cable (must be connected after)

For some reason therivers are not installeduring the software setup (can be checked in the
Device Manager)

1 The computer was not rebooted afténe installation ofthe software

= =4 =4 =9

If any comection problens appear e device can be quickly reset by unplinggthe USB cables
temporarily and then connecting them again.

16
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Settings

When the softwares started for the first imesomerequiredsettings are missinghe applicatiorwill
askthe operatorto performa calibrationand specify the country of use by entering the Settings
automatically.

General

@ Delta X - Main office - 17.01.2018 = [m] X

General
Perform calibration, specify country and make other settings here

< Back to Stop / View Log

Bands — Device: BB60, 40 kHz - 6000 MH, Serial: 17088687 —

Known signals Sl
Calibration status: oK

Manual modes - 4 -
Perform calibration Clear calibration data

Signal analyzer

Detection
Stop / View Log Location
Update masks Country USA

RF Sweep

. Additional parameters
Guard 24/7
Car Tracker detector

Probe

:34°C USB: 4,72V

Calibrationis neededfor the compensation othe changing dynamic ramgon different frequencies,
thus making the spectruntracessmoother and more understandable.

Performthe calibration once orachcomputerthe system idbeingusedon.

Disconnect the antenna or cable from the spectrum analgZRF input (marked d8PUY and presshe
"Perform calibratior!’ button. The procedurewill finishin afew minutes The antennashouldthen be
connected again.

The"Location¢ Country' allows theDelta X system to knothe local frequency assignment amgsuch
to setup the mobile and wireless bands and recognizddhbation'sbroadcasting signalsifter the
country is selectethe softwarewill offer to set up the Bandand clear thé'Known Signal$table:

Confirm

o Apply change now (auto-setup Bands, clear Known Signals)?

17
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Press'Yes to continue.
Additionally yu will be askegbermissiorto rewrite the datain the Bands table

Please notesince the FM and TV broadcasting frequenamgght differ inthe new countrythe Delta X
softwarewill offer to clear the Known Signals table. Préges to agree or'No’ if the table contains
precious information at this point and yauish to exporti first.

Additional parameters

’ Additional parameters

Data storage folder

C:\Users\Public\Documents\Delta X\Logs\ Select...

Use space on disk, Gb
Available space on disk, Gb:

Total disk space, Gb:

Sensitivity to common signals

’ Scan 802.11 wireless access points by wireless adapter

If necessary, thdata storage foldercan be changed. In the case of changing the data storage path after
using the systemit is recommended to manually delete tpheeviousfolder to free updisk space.

The"Use space odisk' allowsthe operator to limit the space occupied by the logdter reaching the
limit the Delta X software wilutomaticallydelete the oleérlogswhen it is indetection mode

Take into consideration theccupieddiskspace pe24 hoursof detection

2000/6 RealTime 100/12 100/4

Occupied disk space per 24 hours 12 Gb 1Gb 0.5Gb

If you are planning to use tHeelta Xsystem in theGuard 24/7mode,we suggesselectinga laptop with
an increasedliskspace To speed up thdatawriting and readingve suggest using a high speed SSD.

Please note that the logging of data during the detection may be suspended if the selected disk does not
haveenoughfree space.

"Sensitivity to common signalsdetermines the thresholfior common sigalsin the detecting modes
andassuch affects the detection distanc@/itha"High' level thethreshold is low so even the weakest
signals are capturedhere he detection distance ilwngestbut some false detectiorfalarmg mightbe
produced. Witha"Moderate' level the Delta X sethe thresholdin the middleso there is amptimal
balance between the detection distance and false detectibbsw' sensitivity seta higher threshold
and allows the operator to minimize the alarm rate and simplify thigsequent analysis.

"Scan 802.11 wireless access points by wireless addpbows the system to use the computeiViFi

card in order to scan for the available access points periodically and display them on the Spectrogram.
Thisfunction will work if he computer is not ififlight (plane) mode only Please read section
"Inspectingwirelessbands (WAFi, etc.j on pageb3.
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Bands

The Delta X effectively detects eavesdropping devices transmitting information via mobile networks or
wireless ISM bands. For this purpose the software handles mobile and wireless bands in a special way:
all activities within each band are grouped and thgpd as one signal witmindividual thresholdas

such the detection results do not contain excessive information; hopping signals are detected and
located better whileanybackground interferenceés eliminated with the help of the threshold.

Auto-Setup

The Bands table must correspond to the local frequency assignment to ensure correct detection. The
Delta X is supplied with a number of data files for different countries, so after setting the cauiitey
"Settingsg General the system offers to sefuthe Bands table automatically.

It can also be&lonelater with the help of the'Auto-Setug' button.

‘ 9 DciiaXi:Mainoicer 17012018 Adjust the table Operations with
Bands automatically external data file

Please enter all the cellular and wireless bands which are actiye in your area (i.e. GSM, 3G, 4G/LFE, Wi-Fi, etc)

T (Criemmm— (i r—
Content of
Known signals [ i s P, the Bands
|4G/LTE Band 12,17 | Uplink

Manualmodes [746  |aaTEBand 1217 Downlink
Signal analyzer g W‘ P,E}LTE Band 13 Downlinikﬂﬁ -50
|4G/LTE Band 13 {Uptink
[Detecion ] ’ |46/17E Band 5,26 {Uptink
Stop / View Log 89 |89  |4G/TEBand526 |Downlink |
902 § |1sM 902-928
1525 1559 |4G/LTE Band 24
RF Sweep 16265  |16605 |46/17E Band 24

Update masks

Guard 24/7 fno e i 77174(757/LTE Band 4,66

| 4G/LTE Band 2,25

Car Tracker detector

Probe

Begin, MHz End,MHz (5835
Band Name
Threshold, dB N

-

@8 High priority (very short transmission, <1 ms)
(@) Tracker detection

: + l 2. X L Clone _][ Deleteall_

t:34°C USB: 4,72V

Delete Apply Discard Clone Delete all
record record changes changes record records

Fields
TheBeginand Endfields are the edges of the band.

TheNamefield is obligatory and should be unique for each pair of bands, consisting of uplink and
downlink.

There are the followingypesof bands:
1 Uplinks:Used by mobile devices for sending information to base stations
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1 Downlinks:Used by base stations for sending data to the mobile devices
1 Shared frequencyThe band is used by both sides of communication simultaneously. This
technology is used by some 4G/LTE bands-MBluetooth, ZigBee and DECT.

The"Threshold determines the sensitivity for the band. When it is exceeded by a signal, the band
becomes'dangerous and producesinalarm. The threshold allows the operator to eliminatey
interferencefrom neighboimg mobile phones, WFi access points and wireless phones which cannot be
switched off during the detectioprocedure

Since the task of couat surveillance sweeping is detecting local signals, the thresholds for mobile
devices (uplinks and shared) must be lowelnile base stations (downlinkshould be rejected with the
help of higher values. The thresholds can be adjusted automaticaihaoually.

The"High Priority' parameter should be set for the uplink bands of the standards which have short
transmission time (timeslots). These are GSM, 3G, 4G, DECT-&ndWhiien fetching the spectrum
trace, the Delta X system measures the prioriiytds longer in order to capture the short bursts.

The"Tracker Detectioth parameter should be set for the uplinks of the mobile networks so they are
scanned in the Car Tracker Detector mode.

If the "Auto-Setud' is successful, the system is ready for deti®n. In this case, you can skip the
following sections describing the Bands in details.

Import and Export

If the "Auto-Setup' cannot find thedata file for the selected country, the Bands table carfilbed
manually using thélmport/Export" button. Thenecessary bands should be imported from the external
data files. The program has the following view when the impexport is activated:

‘ Content of Open and Relevant

| @ Delta X - Main office - 17.01.2018 the Bands create file countries
Bands table Content of

the external
data file

Please enter all the cellular and wireless|bands which are active in your area (i.e. GSM, 3G, 4G/LTE, Wi-Fi, etc)

\‘ igack to Stop / Vieyv Log . 7_”“ i\gto—Setup \ ‘_Fil:“, \jCountri
b’m Wireless Bands.sdb
Begin, MHz |[End, MHz | [Name | [Type Threshold, dBm Begin, MHz | End, MHz Name || Type [Threshold, dBm
902 928 |1sm ab2-028 Shared  |-60 e [902 928 ISM 902-928 Shared  |-60
1920 1930 ;DECT USA/Canada Shared -50 > £ 1786 1792 DECT South Korea Shared -50
2400 2484 24 GHz Wi-Fi/BT/Zighee [shared |60 ' 1880 1900 DECT Europe Shared |50
Bilo " sess  [sHzwih [shared |60 - 1920 1930 DECT UsA/Canada |shared  |-s0
2400 2.4 GHz Wi-Fi/BT/ZigBee Shared -60
3400 | | Wi-Max 3400-3700 [Shared  |-50
| 5 GHz Wi-Fi {Shared |60

[1 s ——— |

-1/3

Begin, MHz End, MHz

iy Importand export Delete record in

of records the external file
Threshold, dB — s

Type | Shared frequency

@ High priority (very short transmission, <1 ms)
(@) Tracker detection

+ ‘ — g X [ 7! [ Delete all \

72%
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The system is supplied with the following standard data files:

GSM Bands
CDMA Bands
3G Bands

4G (LTE) bands
I Wireless Bands

= =4 -4 =4

To fill the Bands table for your counjriyrst determinethe frequency assignment of the mobile and
wireless bandsThis informatiormight beavailableon the Internetor can be obtained from théocal
communication authorities

1 Clear the table with the help of thiDelete All' button

1 Open the"Wireless bandsdata file with the help of théFile' button

1 Use the<button to importthe necessary barsl(typicallyDECT, 2.4 GHz \®i/BT, 5 GHz \ARi
and some others)

1 Openthe GSM, 3G and 4G (LTE) iiilésrn anduse the< button to import the bands which are
usedin your country

1 Import the assigned bands onl\lhere cannot be overlappg bands in the Bands table

After the Bands table is prepared its records can be exported into the external file for subsequent use:

Press théImport/Export’ button

Press'File', type in the new name for the data file and confirm creation of the new file
Press >> to export all records

Press'Country' and mark the country for which the file is created

Press the'Import/Export' again to close the data file and leave the mode

Now the"Auto-Setup' function will work if the corresponding country is selected in the
"Settingsg General

= =4 -4 4 —a 4

Manual editing

If manual editing in th&Bands table is heededuse the correspondingavigationbuttons Add, Delete,
Apply andDiscardto add and delete records, apply and discanychanges.

"Cloné' creates a copy of the current records.

The"Delete All' button can be used when it is necessary to clear the table before impahimgew
bands.

There are the following rulder bands

1 Both the uplink and downlink basdshould be imported or created according to the mobile
standard

1 Do not create nor import the bands which are absent in your country/state

No empty recordsire allowed

1 No empty amesareallowed. At least ahortand uniquedescription should be assigned to
each pair of bands.

1 No repeatingof names

1 Uplink and downlinls names for the same band should coincide

=
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1 The bands cannot overlap. In case of overlapping they should be combined in one record. For
examplejf 2 bands 17061750 MHz and 1760770 MHzre used in your country, theshould
be combned in one band 176Q770 MHz

Known signals

The Known i§nals tablecan contairsignat of radioand T\Vbroadcastingas well asnyother
continuously existing signalsyour areasuch agadio communications or wirelesgsials

Thesecan be police, federal, military, amaft, air traffic, marine, amateuypublic safetysignals and
wireless devices like door openers, alarm detectors, car remotes, etc.

Such signals asafe and can be met in the area many times, so saving them in the Kngmaisible
will speed up the process of their identificatiarinen they are detectedKnown signals have a narse
the operator can easily distinguistetweenthem. The more signalthat are named andsavel in the
Known Signaltable, theless unknown signals are met during detection

Becauseén each area (country, stat city) there might bedifferent TV, FM andadio communication
frequenciesit is recommended talean theKnown Signaltable and add local frequencies agairany
new area Theinitial signas can be exported to an external data file and restored when necessary
suchthe operator can hava separate data file for each area wheaaeetection is performed
periodically.

Operations with
external data file

Representation
mode I

‘ @ Delta X - Main office - 18.01.2018
(en v
)

IHSEtAinrgs
General ( <

Known Signals

Known signals are the signals from the TV and FM broadcgsting as well as the other safe signals existing in your area.

Back to Update Masks \ [ Import/Export ]

Content of
the Known
Signals table

Bands

Show as "Central frequency and bandwidth "] . Spectrogram

Known Signals

250 kHz

Signal Analyzer

[Detecion ]
Stop / View Log
Update Masks
RF Sweep
Guard 24/7
Car Tracker Detector

Probe

‘ Measuring

Add
record

994
100

250 kHz
{250 kHz
1005 (250 krz
1006 [250 Ktz
1015

g 250 kHz

250 kHz

[rm 994

[Fm 100

[fM 1005 ;

IEY

[FM 101,

[Fm 1019 | 1

[250kHz  |FM 1025

- 250 kHz
250 kHz

Central frequency

Name

M 1031

|FM 104
|FM 104,1 |

Bandwidth, kHz 250

Modulation  (FM

Example: ‘'TV Channel 12' or ‘FM 100

Delete
record

Apply
changes

x [ Clone Delete all gl

t:36°C USB: 4,72V

Clone a
record

Discard

Delete all records
changes
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Themostrecommended way ohddinga signal ito the Known Signals table s usethe "Add to

Knowr' button after the signal is identified in the Signal Analyzer mode. It is also possible to fill the
Known Signals tabkutomaticallyin the Update Masksnode The signals that are relevant for the
selected country are inserted.

More details about adding signals to the Known Sigable can be read in sectiotidpdate Maskson
page38and"Adding signals to the Known Signals télae pageb4.

Import and export

The"Import/Export” button allows the user to save the current collection of known signals into the
external data file and load it back when necess#rthe Delta X is p@dically used in different
locations, a set of external files will help to quicklyadjust the system each time the location is
changed.

Open and create Relevant
file countries

File.. || Countries..
Berlin.sdb

Frequency BW Name Modulation

e1gs poliliE N G Content of the
65,75 250 kHz TV2-Audio ™M

704 250 kHz OIRT FM 704 ™ external data file

73 250 kHz OIRT FM 71,3 ™M
72,9 250 kHz OIRT FM 72,9 ™M

87,75 7.5 MHz V4 AM
924 250 kHz FM 927 Fivi
938 250 kHz vFM 938 ™
|mp0rt and 96,3 250 kHz FM 96,3 ™

export of 96,4 250 kHz FM 96,4 M

100 250 kHz FM 100 M
100,5 250 kHz FM 100,5 ™
103 250 kHz FM 103 M

Delete record in
the external file

9 The"File€' button opens the existing file or creates a new file
1 The"Qountries' defines therelevantcountries for the data file
1 The<, << >, and>>buttons copy the selected recordr all recordsfrom/to the externalfile

records

Fields and controls

The"Show AS defines the representation of signals in the tablae "Central frequency and
bandwidth' modeis more convenientwhen editingnarrowband signalsuch as=Mand VHF/UHF
communicationchannels whilethe "Start andfinish frequency might be moe informative when
working withbroadband TV signals.

The"Spectrogrant allows the user to see the spectrum of the selected signdl operate itanask
(drawnin blue)
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Update mask Clear mask Clear all

pectrogram
-30dBm
-40dBm
-50dBm
-60dBm
-70dBm
-80dBm

-90dBm
205,5

The maskepeatsthe signalk spectrumand helps taavoid alarms fronthe signhalduringdetection The
"Update MaskK button updates the mask of the selected sighgtakingvalues from the Max trace. The
"Clear Mask clears the mask of the selected signal. TG&ar all clears the masks for all signals.

The navigation buttonédd, Delete, Apply andDiscardallow the operator to edit the table.

The"Cloné button allows the operator to create a copy of the currsignal (apopup window will
request some parameteys

Offset, MHz

Prefix

The"Offset, MHZ definesthe shift of the copyThis is useful for creatirglist with fixed channel
spacing (Tdr FMfrequenciedor example). The"PrefixX' is usedvhenthe nameis generated from the
pair "prefix' +"frequency. The"Copie$ sets thenumber of created copies, eadifset from the
previous onePress'OK' to confirm or Cancel to exit.

The"Delete All' button can be used when it is necessary to clear the table before filling it in the new
area.

When editing theknown signals followthe recommendationdelow:

1 The name identifies the known signal, so it cannot be empty and must be unique

1 The starting frequency F1 should be less than the ending frequency F2

1 Known signals cannot overlap each ottmrthe mobile and wireless bands enteran the
Bands table
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Controls and elements

Maximize and Contrast
minimize menu mode

Signals Locator Detector Spectrum

@)| Deita X - Mafh office - 22.01.2018

| All Unknown W ( Dangertop | Hold max danger | | Select [ Zoominselection || Scroll to marker |

Common signals 1/7 W|  [spectrogram

General

Frequencyl | Name |l 3G Band 1 Uplink

Bands -30dBm

148,7646 19,5 kHz
Known signals 391,9775 19,5 kHz

413374 39,1 kHz

Manual modes 33,383 | 586kHZ | 50dBm

-40dBm

Signal analyzer 3 19,5 kHz
433,9697 58,6 kHz
Detection 1792,6608 19,5 kHz

60dBm

70dBm
Stop / View Log
Update masks
RF Sweep 000
Guard 24/7
Bands il

Car Tracker detector -
Band Name [ew

Probe CDMA850 Downlink 21 MHz
P-GSM-900 Uplink [25 Mz
DCS-1800 Uplink 738 MHz
DECT 20 MHz
3G Band 1 Uplink 60MHz |
24GHz Wi-Fi/BT/ZigBee  |B4MHz |
Wi-Max 3400-3700 [300MHz |
5 GHz Wi-Fi 665 MHz

1900 1920
LI VT Se——

91% | Measuring and logging Ead t:36°C USB: 4,72V

Menu

The menwnthe left sideallows the operator to select the working modehe menu can bminimized
and maximizedwith the help of the buttorin the top left corner

Thecontrast modeallows the operator to select the convenient color scheme of the application. By
default, the high contrast mode is selected.

The current working mode stays active whée software is irBettings e somechangesan be made
without interruption of the current operation.

Status

The bottomstatusline shows the general danger level, statfdoggingdata, errors and warnings.

Signals

The Signals table contains the detectgdnals They arerecognizedn the spectrumtracesandinserted
into the table automatically when the software istine RF Sweep, Guard Z46r Car Tracker Detector
mode.

There ardwo sections in the tableCommon signals and Bands.
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When the system detects activities within a mobile/wireless band, they are inserted into the Signals as a
band. Other activities appearing outside the bands are inserted as common signals.

Each signal consists of the followiing/ds:

1 Frequency central frequency{not displayed for bands)

1 Namecis displayed if @ommonsignal is present in the Known signals tai®and nameg,
name of a band

1 BW(¢ bandwidth of a common signal or band

1 dBmg current dBm leve{green bargraph) ahPeak dBm levelight green bargraph). The level
is measured in the range 630 dBmo f 2 10 dB¥ (high)

1 Dangerc the current danger levgred bargraph) and the peak danger levigtt red bargraph)
The danger levedlppears when a signal exceeds threshold and is measured between 0% and
100%. The dangeeflects the strength anthe bandwidth of a signal simultaneously.

Sorting "danger to the
i 2 Ln

Current record / total
quantity of records

Signal filtering
I Locat
sonals R : Popupmenu (can also be
L All 1 Unknown [ DSRGErOus" [ [ Danger top ’ (__ Hold max danger /| - called by rightlicking on a

signal)
Toolbar for Common signals 4/17 A‘

Common signals 433,3837 [ Add to known |

[Frequencyl | [Name |BW  ||dBm [Danger —
Click on a field's 148,7646 19,5 kHz

header to sort 391,9775 19,5kHz |
413,374 [39,1 khz
433,3837 (o8 6kHz : '
433,8818 [19,5 khz spectrum with the displayed

433,955 87,9 kHz span readjusted
446,0546 293kHz | Cllcktq scroIIW|t-hout
1105493 19,5 kHz changing the displayesban

Doubleclickasignal tosee its

Click to show and
hide the toolbar Bands

dBm: -55
3G Band 1 Uplink Threshold: -84

Toolbar for Bands = =
Ba NICE— |[BW
CDMAS50 Uplink 25 MHz
CDMA850 Downlink .21 MHz
P-GSM-900 Uplink 25MHz
DCS-1800 Uplink 73,8 MHz CurrentDanger
DECT [20MHz

3G Band 1 Uplink 60 MHz

2.4 GHz Wi-Fi/BT/ZigBeé 84 MHz

Wi-Max 3400-3700 300 MHz

Peak Danger level

Current dBm level

Peak dBm level

Double-click(or press Enterpn asignal(common or bandjo seeits spectrum.The displayedrequency
span ofthe spectrumgrapls (Spectrogram and terfall) will be changed to show the sigral
bandwidthfully. If the Detector is in the Signal mode, it will beigaed to the signal.

A Clickon asignalshows it in the spectrum graghwithout changinghe displayed spani.e. justscrolls
to the signal If the Detector is in the Signal mode, it i assigned to the signal.

Thesignal filtering button allows the user to quickly select the desired signals:

1 All¢all signals are shown
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1 Unknowng onlythe signals absent in the Knowig&als table are shown
1 Dangerous; the signals witta Peak @ngerof more than 0% are selected

The"Danger top button quickly adjusts sortingf the most dangerous signais the top.

The"Hold Max anger' functionautomatically tunes in the most dangere signals during detecticgo

that the spectrum graphs and the Detecttart showing the signabince the Detector alvs the

operator to carry outhe locating procedure, the function is convenient for simultanépdstecting

and locating. The systeis moved during the detecting (RF Sweep mode). As soon as a signal is found
the Detector will instantly show the danger level changing depending on the distance.

TheHold Max Dangefunction should be deactivated when it is necessary to scroll to and review
other signalsfrom the Signals tabl@r other frequencyranges onthe spectrumgraphs Otherwise the
function will forcibly tune into the most dangerous signal agawhile readjusting the spectrumgraphs
correspondingly.

Thepopup menucontainsadditionalcommanddor the selected signal all signalslit can be called by
clicking on the button shown below or loight-clicking on a signal

f* Unknown | Dangerous ][ Danger top [ Hold max danger |

Common signals 17/25

All signals | Report on signal
Frequencyl |[Name —|[Bw ]dBm o e j e
1

47,9492 ‘9 8kHz | \ Reset danger

Selected signal > i Search in other logs
>

[4]
. 195kHz ‘ [ ‘ I Delete

Signals Locator “

{* Unknown | Dangerous [ Danger top ]L Hold max danger
Common signals 1725 | Selected signal > (

-\ All signals > | Export signals...
(—M_— ki | o

479492 | 98kHz | I ml Show values

47 9932 { 19 5 kHz ;W;i‘ Reset danger
48 0615 ‘ ‘ 19 SkHz | Delete all
210 |

The"Selected signal Search in othetogs' commandallows the user to check other logs e
presence of signal RFbugging devicgbroadcast signalover a limited distancesoit is unlikelythat
they areregistered in otheparts ofthe aredcity. At the same time safe signals from gommications
or broadcasting may be present in many placBserefore, if you have done many sweepn different
parts of the areald logscanbe used for additional identification of unknoveignas.

The log selection window will pop up:
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Rename | Delete [ Cancel |

‘,[Creation Date o ‘
Main office 28.12.2017
350 5th Ave 23.01.2018
Branch 1 23.01.2018

Dallas factory {23.01.2018

Scroll through the logs

Selectedsignal

|Date File Size fE3ossmez I ] + means the signal is
22012018 1226 Mb + present on the date
19.01.2018 {40 Mb I ' ‘
18012018 [31 Mb '
17.01.2018 [24Mb
116.01.2018 58 Mb
{29 Mb

J | Import date |

Scroll through thdogsand watch for the'+' near the datesthismearsthe presence o signalwithin
that date. Theold date can be immediately opened and the signal candwéemwwed when the software is
in the"Stop / View Logor "Signal Analyzémode. Do not forget toeturn to the current log andate
after openinganold date.

"Selected signal Report on signdl allows the operator to generate a report on the currently selected
signal and save it into a .bmp or .jpg file. Before calling this function select the desired signal and adjust
the spectrum graphs if necessary (set span, density and representation mdae)eport will include

the textual and graphic information. Below is an example of report 8@signal:
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3G Band 1 Uplink 1920 - 1980 MHz BW: 60 MHz
dBm: 67/ 76787

41d8m Danger 76/87%
" 555 1600 1605 1610 1615 1620 1625

15:40 15:45 15:50 15:

Spectrum

3G Band 1 Uplink

s

§ I=
HE

1900 1910

Use the'Selected signal Reset dangercommand when it is necessary to clear the sitgpdakdanger
andremoveit from the list of dangerous signal8s standard the peak danger keeps the highest value
measured during all previowsessions throughout the dayfhe operator may want thpeakdanger to

be cleanedfor exampleafter the bands threshold is increased or thadwn signdbkmask is re

updated When the filter is set tdDangerousand the signas danger is reseit will disappear from the
Signals table. Pleasaly perform this operation with full confidence in the safety of the signal.

"Selected signat Delete' ¢ erases the current signal.
"All signalsc 9 E LJ2 NIi " aekpbnslthe @ighals table to the .txt file.

"All signalsg Show values - turns on the showing of extra columns in the Signals table with the text
values of dbm and danger level

"All signals- Reset dangét - clears all signalspeak dangerWhen the filter is set tdDangerousthe
Signals tablavill become emptyPleasenly perform this operation with full confidence in the safety of
all signas.

"All signals; Delete All' erases dlthe signals from the Signals table.

The"field'sheaders are used for sorting theignals. 8osequent clicken afield'sheader sorsthe
signals in amscending and descending ord&he subsequent clicks on the dBm and Danger firstly sort
by the current level(darker color) and then by the peak level (lighter color).

Thecommonsignals and bandwe sorted simultaneously not depending on which header was clicked.
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Thetoolbar for the common signalss shown and hidden when the sectlsrheader islicked It
containsthe following controls

1 Labelswith the central frequency and name

1 "Add to knownr' ¢ adds the curent common signal to the Knowrg8als tablePlease read
section"Adding signals to the Known Signals tdloe page54.

1 "Update mask ¢ re-updatesthe mask of theselectedknownsignal Please reatiUpdating
mask ofa known signal on page44

Thetoolbar for the bandsis shown and hidden when the sectlemeader is clicked. ¢bntains the
following controls:

1 TheNameof the selected band

9 ThecurrentdBm levelof the selected band

1 Thethresholdfor the selected bandRease read thé Adjustment of the bandghreshold$ on
page4s.

Locator

The Locator is aew featureintroduced inversionl.1of the DeltaX The Locator significantly simplifies
the process ofracking the results of detection arile physical locating dfansmitters.

While the Signaltable lists all registered signals, includihg non-activeones the Locator displays the
currently active dangerous signalsly. Theposition of a signadn the Locatos circle is selected
depending orthe level of dangerSrong and closeignas, with adangerlevelnear100% are situated
in the center while weaker and further signals with law level of dangeare positioned near theouter
edge

Thanks to thevisual ranking of the signatbe operator careasily distinguish betweetlose and far
sources.As the Delta X system or its antenna is bemmayedthe approachedRF sourcés displayed
closerto the Locatots centerso that theoperator can easily pinpoirit.
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Powerful and close Move antenna or

signals are located in entire system to
the center pinpoint the source

A common signal

92,80 MHz
FM 92,8

433,29 MHz

A mobile/wireless band
(selected)

3G Band 1 Uplink

Alarm threshold
2.4 GHz Wi-Fi/BT/ZigBee

274,65 MHz

Display dangerous signals

Amobile or wireless banis displayed by a red square, while a common sigraf a red triangle.

The signat which exceethe alarm thresholdand get into the red zonare drawn by a bigger shape
(please read about the alarm threshold in the next sectiDtector). The signals below the alarm
thresholdare drawn smaller.

"Display dangerous ghals' allows the operator to set the desired quantity of displayed signals

Click onto the signatio select it inthe Signals table and shawon the spectrum graphs. Thoeirrently
selected signal idrawnunderlinedin the LocatorPleasébear inmind the"Hold Max Dangérfunction,
whichautomatically reselecsthe most dangerousignal when active

The Locator function can be engaged in any working mode. In the RF Sweep, Guard 24/7 or Car Tracker
Detector mode it will display a number of dangas signals simultaneously, whitethe Signal Analyzer

mode it only showshe currenty selected signal. Thignction can also be used in the Stop / View Log

mode to see how stmg the signals were durirdgtection.
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Using the Locator in the Signal Aymdr mode for physical locating of the transmitter is strongly
recommendedThe physical locating is performed by scanning the area with the antenna and finding
the place with the strongestangerlevel, i.e. when the signas centered irthe Locator.

Detector

The Detectois created for informing the operator about the detected dangeentsand locating the
transmitter. It shows the current level of danger on the bargraph antifies the operator wittthe
audio alarmIn additionthe Detectordisplayghe history ofthe dangereventson the Alarmsgraph.

The physicalocatingof the transmitteris performedby finding the place with the highedangerlevel
(both the Locator and Detector can be used at the same tiifted.audio alarnfunction produce
proportional sound when activated.

Current danger level Peak danger level

Spectrum
Mode Signal v ]
Signal 5 GHz Wi-Fi [5170-5835 MHz]
Danger level

Alarm threshold

Clickto set the

alarm threshold The period of the detection

process is shown by the light
green color

Click on the event to see it on

421 ‘H lxl\ | W lu“

| N — )
A

15:40 1545 1550 1555 16:00 16:05 16:10 16:15 1620 1625 16:30 16:35

- . J Scroll to present
Ch| | H

50 %

l‘

Turn off Auto to zoom in/out (set time span)

The Detector can work i& modes: WideRange, Signal and Selected range.

In the"Wide-Rangé modethe Detectormonitorsall signals simultaneouslyhe operator carkeep an

eye onthe general RBituation existing in the area by watching the bargraph and listening to the audio
alarm.When a new dangerous signal appears, the Detector will warn immediatséythel ocator to
observe thedangerlevelof separate signals.

In the"Signal modethe Dedector displays the danger level of a particular sigmiaich is currently
selected in the Signals tabletjethercommon signal or bandThis mode can be used during the
locating procedureor for studying the history of a separate signal.
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In the"Seleced range modethe Detector displays the danger level of a frequency range selected in
the SpectrogramThis mode can be used for physical locating of:

- hopping signals thanks tbe ability to monitor a number othannelsat the same time;
- narrow signalexistingwithin a mobile/wireless band, for example, Bluetooth or Zigbee

Whenthe "Audio alarnt' is onand a danger event is detectethe Detectorwill produce thewarning
clickingsound The intensity of clickis proportionateto the level of dangerThisfunction is used for the
physical locating of the transmitter.

The"Alarm threshold' allows the operator to adjust theevelat which the Audio alan starts producing
sound.The alarm threshold helps to avdialsealarms occurring from the insignificant changesafe
signalsspectrunsand is convenient during the physical locat{faralizingprocedure The default
value isset t025% in althe detection modesexcept theCar Tracker Detectpwhere it is 10%.

Theincrease othe alarm thresholds helpful duringphysical locating since it decreases the area around
the transmitter where the alarm audio appears. Increase the thresheloHsy-stepin order to outline
the location of the transmitter.

It is posdile to change the alarm threshold by clicking ttestical"%' scaleof the Alarms graph.

The"Zerd' button allows the operator to quicklgetthe audiothresholdequalto the currentlevel of

danger andas suclreject all weaker values. It can be also useful during the physical locating procedure.

The"Alarms' graphdisplays the history ahe dangerevents

1 Thetime spanadjustment allows the operator to select the displayed time spamen the Auto
is off. The time span can also be selected with the help of the mouse wheel or by the standard

3S&aGdzNBa at AYOKé |yR a{LINBIFIRé 2y (GKS (2dzOKLJ

1 The"Auto" button automatically adjusts the time span so thatthk logged danger events are
displayed

1 The"Scroll to Preseritbutton scrolls to present time

9 Thescrollbarallows the operator to scroll in timi@ order to see theevents at anyesired
moment(when the Auto is off).

Clickingon the Alarmsgraphworks differently depending on the working modetbé Delta X:

1 Inthe Stop/View Log mode a click scrolls the Waterfall to the corresponding time, loads and
displays the correspondirtgace on the Spectrogram anshowsthe dBm and Danger levels
the Signals tablevhich existed at thenomentof clicking The Locator will show the dangerous
signals which existed &te momentof clicking

1 Inall other modes a click just scrolls the Waterfall to the corresponding time

Spectrum
TheSectrumpagedisplayshe graphs responsible fatisual representation afpectrum

1 TheSpectogramin the upper partrendersthe frequency orthe horizontal axis anthe dBm
level on the vertical axis.

1 TheWaterfallin the bottom part shows how the spectrum is changing in tiltehorizontal
axis is the frequencyhe verticalisthe time and the coloof pixel reflects theiBmlevel.
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Band label Click on header to show/hide toolbar

) T ——
Zoom in selection | Scroll to marker
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Displayed frequency span Frequency scroll

Spectrogram

Time scroll

TheSpectrograntan display the following data:

9 Persistence a way d rendering the traces witlsolor depending on the continuity (persistency)
of the signal. Please see the description below.

9 Liveg the current trace, obtaind during the last update. Shown by green color.

Max ¢ the maximums accumulated during the current operation. Shown by orange color

9 Threshold the reference trace usebly the detection algorithnfor the selection of signals from
the trace and estimatingheir level of danger. Is shawvby red color

=

Aclickon the Soectrogramwhen in the Signal Analyzer mode allows the operator to tune in the desired
frequency.Themarker (vertical line) will show the selected frequency. When ghaphis scrolled to
another range and the marker is not visitilee "Scroll to market button goes back to it.

TheSectrogramallows the user to maka selectionwith the help of the left mouse button. It is
possible to zoom intthe selection with the helpf the "Zoom in selectiot button. Thusa desired
frequency rangean be quickly viewedPlease note, that ven the signal is double clicked in the Signals
table the selection of its bandwidtim the $ectrogramis made automatically.
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Thedisplayedfrequencyspancan be selected with the help of the corresponding coniitak possible

to select theconvenient valuef between0.5 MHz and 6000MHZhe span of thepectrogram and
waterfallis selectecsimultaneouslyThe span can also be selectediwtihe help of the mouse wheel or
08 (KS adryRIFEINR 3SaiddNBa at AYyOKEé YR da{LINBI R¢

Thefrequency scrolallowsthe selecton of the desired frequency rang&he Drag gesture over the
Spectrogram can be used twuchscreen computers.

In some casethe displayed span and scroll will be selected automatically:

1 When a signal is double clicked in the Signals table
1 When the Hold Max Dger function is activated and a more dangergsignal is detected

Thebandlabelsdisplay the edges dhe mobile and wirelesbandswhich exist in the Bands table and
getinto the displayed frequency range.

Thetoolbar for the Spectrograntan be shown and hidden by a click on the Spectrotpémmader. It
contains the following contis:

1 Settingof the Persisterte, Live, Maxand Threshold

1 The"Max cleat button isavailable irthe manud modes

1 TheDynamic rangeselector The higher selectiorp 1-X0 dBmallowsthe userto observe
strong signals bettethe moderate-tp 1-30 dBmsuitable for mostasks while the lowestd n-X
50 dBmis suitablefor viewing the weakest signals.

9 TheColorscaledisplays how the coldn the Waterfall dependsn the dBm levednd the color
in the Persistencalepends on the activity of signal. Thel@ascale changes as the Point of
Yellow is adjusted.

1 ThePant of Yellowsets the dBm level to be displayed by yellowhia Waterfalland the level
of activity to be displayed by yellow in the Persistence

Persistence

The Persistence is the way of rendering the spectwith color dependingn the activity othe signal

i.e. how frequently it exist As sich the operator can distinguish between permanent and intermittent
signalsThe raremtermittent signals are drawim blue or green colgrwhereasmore permanent signals
are shown iryellow or red.

A great advantage of theersistences that itallowsthe operator to recognizeonstantsignals hidden
underintermittent signals.

Below is an example of findingBluetooth bugging device hiddaimder theWi-Fisignal
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Bluetooth bug

_30dBm 2.4 GHz Wi-Fi/BT/ZigBee

-40dBm
-50dBm
-60dBm | | YW |

-70dBm

AN AL

2392 2402 2412 2422 2 2442 2452 2462 2472 2482 2492

The Max trace contains the maximums accumuldtech the intermittent signalsluring alongperiod

of time and thereforecannot be used for visual recognitionafiidden signalith a lower levelAt the
same time the Persistence clearly shawsed the 2447MHzsignalwith more frequent existence than a
blue andyellowWi-Fi signal'behind' it.

The Persigtince usesnultiple spectrum tracetaken from the Waterfall; therefore the Waterfaview
andsettings influence the Persistence.

The Point of Yellow controls the colors in the Persistence.

As a standard, the greéihivée' trace is displayed filled. When the Persistence is activatefilling of
the Live goesff and the trace is displayedst by astroke.

Waterfall

TheWaterfall displays thanultiple traces obtainedluring aspecifiedspan of time and is extremely
valuable forthe detection of intermittent signals.

Duringdetectionthe Waterfall displays the information accumulated in the log amlolisas anew
measurements performed. In the Stop / View Log mode thvaterfall displays the informatiostored in
the log. In the manual modgWide-Range Aalyzer and Sigh#&nalyze)ythe Waterfalltemporarily
accumulategiatafor the displayed frequency span.

The"density' regulates the time spadisplayed by th&Vaterfall. The density may vary betweéane
trace perl0 pixellines' up to"10 traces pepne pixelline".

When the data is loaded from the lag the detection modes oin the Stop / View Lognodea higher
density settingmaycause significant disleadinganda largeprocessing of datal herefore fetchingmay
take longer, particularly when a wide displaye@syis selectedTry to avoidnaximumdensity withthe
simultaneous wide span to achiewptimal performanceAfter using a high density returnlaw value.

When in the Stop / View Log modelick on thewaterfall allows the user tapload and viewhe
correspondingracein the Live. The Signal table will display the dBm and Danger values which existed
at the clicked moment.
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Thetime scrollallows the operator to select the desired time shown by wegerfall. It is also possible
to select the time bylicking on theAlarms graphn the Detector.Please note that when the Waterfall
is scrolled taanolder span oftime, it does not updatevith a new trace received from the spectrum
analyzer. Scroll to the current time in order to restore the updating.

Thecolor scalenear the Spectrograrallows the operator to see hotte color ofthe Waterfalls pixels
depends on the&lBmlevel. Thepoint of yellow can be shifted up in order to hide weaker signals or
background noise in th@/aterfall Afurther increase othe yellow point will hidesignals oeinaverage
level. Shifting therellow point down will showeaker signals.
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Detecti on

Update Masks

It would be too difficult to finda surveillance transmitter amoniipe huge number of broadcasting and
communication signalwhich exisin anymodern environment if those signalgere not filtered out.
The great advantage of the Delta X is its abilitpnsskany safebackgroundsignals

How the maskingworks

Asignal becmes dangerouand producesan alarmwhen it exceeds the threshold he threshold for

the masked signal lays higher than the signal and therefore is not exceeded. As a result the masked
signals do not produce danger events.

Below is the example die FMband with normasked andnasked signail

30u0a
Non-masked signal.
Exceeds threshold and Masked signal. Does not

produces alarms produce alarms

Threshold
-50dBm

-60dBm
-70dBm
-80dBm

-90dBm 4 ‘ : ‘
102,08 102,28 102,48 102,68 102,88 103,08 103,28 103,48 103,68 103,88 104,08

In the Update Masksiode the Delta X can be adapted to the current rafléguency environment
before any detection. This procedure significantly reduces false alarms and increases the general
detection sensitivity since it stores spectrumsatifsafesignals existing in thareaand uses them for
generating the thresholéurther duringa detection Both the known and unknown signals are masked.

Perform the Update Masks procedure each time you are going to use the Delta X in a new location.
Antenna connection connect theomnidirectional antenna ODA directly to the INPUT socket.

Start the Delta X system and run the Update Masks mode before entering the target zone. This can be
done in a car, outdoors or in another building. Higher floors are recommended since theyepbetier
reception of broadcasting signals. Place sigetem orantennanear a window if possible. Move the
antennain different directions and angles in order to accumulate the highest levels.

The computer running the Delta X, like other sophisticated electronic devices, may produce Radiated
Spurious Emissions (RSE). These emissions can be picked up by the system and create false alarms
duringasearch. To mask the RSEount the antennaon the upper part of the case or hold it 380 cm
away from the computer for-2 minutes when the Update Masks procedurbéingperformed.
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Make sure the procedure is performed at a minimum distance ofBID meters to the target area. It
will prevent the sysem from masking a real danger (bugging signal). Longer distances are also
possible.

If it is completely impossible to update masks at the specified distance, perform the procedure as far
from the targetzoneas possible. Select a remote room or anotheofland update masks there. In case
of updating in close proximity the detection distance might decrease slightly.

@ Delta X - Main office - 25.01.2018 = i X

D @ Update Masks
o3

Update masks before sweeping in the new area. The procedure can be repeated at a number of points around the target place

[Settings ]
General 1 Make sure that the procedure is performed at a minimum distance of 50-100 m to the target
& place
Bands
— Antenna connection

- |
Known Signals | Main antenna — INPUT

Manual modes

Signal Analyzer Date and time of the last masks' update: 25.01.2018 8:59:34

Time (minutes) ﬁm

Stop / View Log @ Additional parameters

Detection

Update Masks @ Auto-fill Known Signals

RF Sweep @ Auto-adjust thresholds of Bands

Guard 24/7

Car Tracker Detector

Probe

t:33°C USB: 4,73V

Select theime of update in minutes. With a longer time the system will have more chances to capture
non-constant signals likevirelessremote controls, VHF/UHF transceivers, etc. and as such to mask
them. The default value is 5 minutes.

It is recommended to specifylonger timeof 10-15 minutes on versions 100/12 and 100/4.
Theadditional parameterscontain the following controls:

When the"Auto-fill known signal$ is checked the systemill automatically recognizthe local TV and
FM signals and store them in th&nown Signaldable in accordance with the local frequency
assignmentlt is recommended to use this option after corgito a new area or cignd clearing the
Known Signals tahl&nalternative method ito usethe "Add to Knowt button when scrolling through
the Signals tablePlease readection"Adding signals to the Known Signals table

The"Auto-adjust thresholds of Bandsautomaticallysets theoptimal thresholdsfor mobile and

wireless bands in accordance with the local RF environnidmat.system chooses a higher sensitivity for
the uplink and duplex bands and a lower sensitivity for downlinks. Later during the detection you can
change the threshold manually using the toolbar for bands. Please read s&&tprstment of the

bands thresholds (page45).
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Press'Update’ to start the process. The progress bar will show the status.

Please note that the Delta X versions 100/12 and 100/4 use a slower spectrum analyzer and therefore
will perform the procedure longer than shown on the progress bar.

Additional mask updates nyaeduce false alarms even more. Useld another point' to perform more
measurements. Please note that the Update button clears the old masks, while the Add another point
adds new data to the existing ones.

Below is the example of placement for the Update Mask in a modern city. The red spot is the target
zone. The circle of 5000 m radius is the nerecommended zone. The suggested places for updating
masks are drawn by the green spots.

@ Target zone

Places suitable for the
Update Masks procedure

The results of the Update Mask are saved automatically.

RF Sweep

This is themain detection mode, in which the Delta X detects signals, evaluates their danger level and
warnsthe operator aboutanyhigh danger. The signals, alaaventsand spectruntracesare saved in
the log.

The RF Sweep mode provides extremely high sensitivity thanks to the ability to omit the safe
broadcasting and communication signals existing in the area and detect all other signals.

Thismodeis suitabléefor the following tasks:

1 Checking premises fdine presence of RBugging (sweepingrocedure
1 Checking vehicles fdine presence of GPS trackers aRBbugs
1 Securingonference roora during negotiations

Preparations

The following preparations shoulte made before starting the Riv&ep:
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The country ofise must be specifiethe Bands table must beet up

The Update Masks procedure performed

The Known Signals should be filled during the Update Masks or manually

Allnearby mobile phones must be switched off or putfiilght (plane) mode. All known

wireless devicelike access points, video cameras, bafgnitors, printers etc. must be

switched off.Wireless phones must be switched off.

9 If the option"Scan 802.1Wirelessaccess pointsis inactive, thecomputer running tle Delta X
should be irthe "flight (plane) mode

1 Sound in thechecked room should bereatedto activateanypotential bugging devicesnd

force themto increase thé transmission powerThe laptop with the Delta X can produce

musig or a languagéuition coursefor exampleto achieve this.

= =4 =4 =4

Antenna connectionconnect theomnidirectional antenn®DA4 directly to theINPUTsocket.
Initial p arameters

After selecting the RF Sweep mode the operator is asked tinsatitial parameters.

@ Delta X - Main office - 25.01.2018

D RF Sweep
C] The quick reaction provided by this mode makes it possible to move the system or its antenna for instant location

General

Antenna connection ———————————— S —
Main antenna — INPUT

Bands

Known Signals
Date and time of the last masks’ update: 25.01.2018 8:59:34

[Manuatmodes ]
Log
Signal Analyzer

@ Addlinonal paiaieters

Stop / View Log Frequency range

Update Masks e — L

RF Sweep Set state of controls .
Guard 24/7 @ Audio Alarm ) Hold Max Danger

Car Tracker Detector @ Fiter: Dangerous

Probe

:33°C USB: 4,73V

The"Antenna connectiofi reminds youwof the correctconnection of antenna.
The"Date and time of the last masksipdate" warns if the masks are outf-date or absent.

"Lod' selects to what log (database) the data will be written. Press the selection button if necessary. The
log selection window will popip. Please see thEstop / View Logsectionon page63for details.

The unchecked by defawddditional parameterscontain some extra controls:

"Frequency rangthelps to specify the swept frequency randtes recommended to use the default
values, although a narrower span might be specified when it is necessary to watch awhieg
suspicious signala a specific rangeThe default values are set each time the Delta X software is started.
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The"Entire" button sets the full range. TH®ptimal' button sets the partial range 100 kig5000 MHz
for the 100/12version of the Delta XSelection of the partial range helps to speed up the detection
process by scanning the ntqgeobable bugging frequencies below 6000 MHz.

The"Set state of cofrols” helps to initialize some functions when the detection is started:

9 Turn on Audio Alarm
1 Set Filter td'Dangerou$%
1 Turn on Hold Max Danger

To startdetecting press thé&tart button.
Within afew seconds, after initialization of the USB connectietection will start.

Detection process

Wide-Range mode: danger
level of all signals is shown
simultaneously

Current danger Peak danger

@ Delta X - Main office - 25.01.2018

5 B
(T Al [ Unknown BB (Danger top ) [ Hold max danger ) «++ | | Mode (Wide-Range ¥) @ Audio alarm

Common signals /SR | | Signal 0,04-6000 MHz

274,7265 ("Add to known ) — Danger level 57/84%
Alarm threshold 49 %
Frequency | Name |BW |[dBm
274,7265 2,9004 MH
4343212 195KkHz |
1560986 | |se6kHz |
276,453 48,8 kHz
2762939 | 2148 kHz |
273,125 2637 kHz |
272,8662 [2149 kHz |
60| [ra1 |

3
a
el

Bands

Band Name

3G Band 1 Uplink

DECT | 20 MHz
CDMA850 Downlink AR [
P-GSM-900 Uplink 25 MHz
DCS-1800 Uplink [738 MHz |
2.4 GHz Wi-Fi/BT/ZigBee 84 MHz

5 GHz Wi-Fi 665 MHz

0%
16:08:00 16:09:00 16:10:00 16:11:00
CRVTINS—eel [« O *

84 % iMeasurmq and logging e t:36°C USB: 4,72V

General danger status Logging status The most Change of danger level in tintall
dangerous signal signals)

In the RF Sweep modbd softwareautomaticallyrecognizeghe signals in the spectrurtnaces, adds
them to the Signals table and updates the dBm and danger IeMattrace'sfetch time depends on the
used version of the system:

Delta X2000/6 RealTime Delta X 100/12 or 100/4

1.5-3 second 1-2 minutes

The Signalaredividedinto Common signa and Bands. The Bands contiie activitiesregistered in
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the mobile and wireless ranges while the re$the signalsare placednto the Common signals
category.

The excess of the threshold may mean that the signal has a local ditigiim of the Delta X is

discover all locaransmitters;therefore such signals arassigneda higher danger levelThe level is
calculated orthe abovethreshold basis and takes into consideration the dBm level and the bandwidth
of the signal.

The Dangetevel is drawn by red and reflects the current level of dangjbePeak @ngeris drawn by
light red. Itkeeps the maximurndanger level andllows the operator to observanynon-constant
signals.

The"Dangerousfiltering can beappliedto selectthe signalswith a Peak Danger above 0%

The Detector andts Audio alarmfunctionwarnthe operator about the deteetd danger visually and
with sound.The intensity of the sound changes depending on the sigpalver, which makes it
possible to locate the transmitter instantlyhe Detector can work in the Widange mode, informing
the operatorabout all the signals simultaneously the Signamode, where theparticular signal is
displayedandin the Selected Range modshowing the alarmsvhichappear in that specific range.

The Locatohelps the operator to observe the resultf detection by displayingangerous signals and
changing their position on the circle depending on the level of danger which reflects proximity and
power. The below example showsl&tecteddangepus signals3G (the closegb the centeris a3G
bug with a SIM card®.4 GHz WH camera, 5864,30 MHz (wireless camera), 2786 (audio bug),
and5864,44MHz éecond signal from theireless camera)

@ Delta X - Main office - 26.01.2018 - O X

{ ] | Signals ‘ ‘ Detector

*[ Zoom in selection ][ Scroll to marker

Powerful and close Move antenna or

signals are located in entire system to {s;ec‘mgm"(
the center ‘ pinpoint the source

3G Band 1 Uplink
-30dBm

40dBm

50dBm

5864,44 MHz 60dBm

70dBm

275,02 MHz
2.4 GHz Wi-Fi/BT/ZigBee 80dBm

-90dBm
1900

|Waterfall
3G Band 1 Uplink
10:21:34
10:20:57
10:20:21
10:19:45

5864,30 MHz 10:19:10

1900 1920

Display dangerous signals G » (VP —— | [*]

53 % |Mea5unng and logging "T' t: 35°C USB: 4,72V

The default value of the Alarm threshold is 2Bthe RF Sweep mod8uchavalueallows the operator
to pass most of the falseams while keepinghe ability to captureanyreal dangerThe red circle on
the above example displays the selected threshold.
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The left bottom corner of the Delta X software displaysdhaeger status. The color of the rectangle
changes depending on ttdanger level and is green for low values, yellow for a maidedanger level
and becomes r@ as the level becomes high

The"Hold max dangérfunction can be activated en entering the RF Sweep modelater. This
function places the dangerous signals the top of the Signal tablandtunes in thesignalwith the
highestdangerlevel

When it is necesary to review other signals or change thisplayedfrequencyspan or scrolin the
spectrum grajns, the Hold Max Ringermustbe turned off.

Updating mask of a known signal

Some signals may become dangerand produce alarmduringa detectiondespite the fact theyvere
previouslymasked. This can happen in areas with a good reception of broadcastingpper floors, in
buildings facing TV towers, et€a signal is stronger in the rodbeing checked might become
dangerous

If the operator isconvinced of the safety of the knowaignal the signadls mask can be updated with the
help of the Update Mask button on the common sigaabolbar

A safe signal has these characteristics:

1 Theform of thethresholdtells that the signal existed durinbe Update Masks procedure

9 The signas spectrum has gypical shape and level comparable with other similar signals

1 The signas strength(dBm anddanger) tend tagrow nearthe windowswhichmeansit has an
external origin

9 The signahas similaspectrum andstrengthin a number of rooms including the remotames

1 Thereis nosharp increasef strengthin anycertain placeexcept the windows

To study the signal, the Signal Analyzer mode can be stategorarilyandthe antenng or the entire
system, movedin the premises.

If the signal is unknown, its mask cannot be updated during the detedfitire signal is identified and
has all signs of safety it can be addedhe Known Signals tabfast. Thenits mask can be updated.
Please readAdding signals to the Known Signals talole pages3.

The new threshold reflecting the updated mask will be displagfter the new spectrum tracds
fetched

After the signdbk mask is updated its current dandmrcomes zerolt is possible to reset the peak
dangerwith the help of the'Reset dangércommandfrom the "Popup menu Selected signal As a
result the signal will be removed from the list of dangerous signals.

Below isanexample ofupdatingthe maskfor the known signal 751.25 MHz
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The signal exceeds the initial The mak is updated. No danger,
mask and is dangerous

751,05 751,15 751,25 751,35 751,45 751,05 751,15 751,25 751,35 751,45

The reupdating of the mask can be done in the following modes: Signal Analyzer, RF Sweep and Guard
24/7.

Continue with other signals producing alarrtfsnany knowrunknownsignals are showing danger, it is
recommended to repeat the Update Masks procedire remote placépage38).

Adjustment of the bands ' thresholds
Sometimes its necessary to change the sensitivifyttee mobile and wireless bands the target zone

To change the detection distance

To readjust the sensitivity in a new place of detection

When thenearbymobile base stationfdownlinks)produce alarms
Whenanyinaccessible mobile and wireless devices in a neighboffice or flat create
interference

= =4 -4 4

Open the Band toolbar by clicking on thdBBand$ header, select the desired band and adjust the
threshold using the track bar:
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Band's dBm lesi Band's threshold

f?,a,ns!,s,

) ) dBm: -80 / &=
3GBand 1Uplink  yhreshold: -86° el

i T — 7, — T —
'3G Band 1 Uplink 60 MHz
| CDMA-450 Uplink 5.2 MHz
| CDMA-450 Downlink 5,5 MHz
| CDMA850 Uplink 25 MHz
CDMA850 Downlink 21 MHz
| p-GSM-900 Uplink 25 MHz
Selected band ) Downlink |25 MHz

Band's current danger
level

oo rouu Uplink |738 MHz |
| DCS-1800 Downlink 74,6 MHz
| DECT 20 MHz

{3G Band 1,10 Downlink |60 MHz
12.4 GHz Wi-Fi/BT/ZigBee |84 MHz

Make sure thé'Hold max dangérfunction is inactive.

The downlink bands should not normally produce alarms and therefore the threshold for them should
be above the dBrtevel. Do not set the value too high to avoid losing sensitivity.

The uplink andshared bands (without the'uplink' or "downlinK' label) should be sensitive enough to
detect the signals; therefore their threshold level should be lower. Do not set ibt@don the floot' as
the band will constantly produce alarm events and create interferences for the detection process.

While the GSM standard needs the threshold to be higher in order to limit the detection of remote
devices, the CDMA, 3G and 4G/LTHighbave lower threshold as their dBm level is typically lower:

Standard Recommended threshold level

High sensitivity (longe Low sensitivity
detection distance) (Shorter detection

distance)
GSM -60 dBm -40 dBm
CDMA, 3G, 4G/LTE -85 dBm -75 dBm
Wi-Fi/Bluetooth/Zigbee -70 dBm -40 dBm
DECT -70 dBm -40 dBm

A decrease of sensitivity may be needed when there aré&-Mbellular or DECT signals coming from the
uncontrolled neighboring premises. The higher the threshold is, the lower the sensitivity will be.

After a bands threshold is increased its danger midiecome zerolt is possible to reset the balyd
peak danger with the help of thtReset dangércommand from theé'Popup menu Selected signal As
a result the band will be removed from the list of dangerous signals.

Please note that the Update Mask®ode adjusts the thresholds automatically if the corresponding
option is checked in the parameter§ybu wish tokeepthe manually sethresholdsuncheck the option
when performing thenext Update Masks
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Detection distance
The detection distance depends on ttransmitter and is connected with itsansmission distance.

A typicalbugging deviceendssignals over 2@00 metersandcan be easily detected by the Delta X at a
distance of 550 meters.At the same time, the 3@ndLTE4G) standards, due to the specific type of
modulationcan bedetectedat ashorter dstance of2-4 meters.

Type ofsignal Detection distance
TV, FMbroadcasting 5-10 km

VHF/UHF communications 0.2-2 km
VHF/UHF bug 5-50 meters

GSM bug 5-20meters
CDMA3G,LTH4G)bug 2-4 meters

DECT 5-10 meters

Wi-Fi 5-10 meters
Bluetooth, ZigBee 2-10meters
Wireless video camera 5-20 meters

Mostbugging devices can be found withdbe necessity of movinthe system or its antenna withitme
roomin order toscanthe area Nevertheless, tobtain the most reliable results arfohd all types of
bugging, including th8G/LTEand thelow-power devicedike Bluetooth the antenna should ggoach
them atlead 2 meters. Thereforamovingthe system/anennaand scanning the areaiiscommended.

Scanning the area
The alvantages of moving the systemthe antennaare:

1 Low-powertransmitters and some hartb-detectcellular signals can be detectatla closer
distance

9 The operator may need to decreatde sensitivity on some bands in order to avoid false alarms
from neighboimg Wi-Fi and cellular devices. The loss of detection sensitivity can be
compensated at a closer distance

1 The locatio of the ransmitter can be discovered during the detection

When the entire system is carried, the antenna must be screwed to the cover of the case and connected
directly to the INPUT.

When the Delta X is stationary and the antennbamgcarried, the coaxial extension cable and the
adapters from the supplied senust be used. The antenna is connected to the INPUT via the coax cable
and adaptersUsingthe handle/tripod from the suppliedetsimplifies carrying the antenna.

Thescanningprocedure depends on the used version:

Delta X2000/6 RealTime Delta X 10012 or 100/4

Scan all areas in the room by movihg system Relocate lhe system or its antennly 2

or its antenna smoothly with the speed 50 cm metersevery5 minutesuntil the entire room
per secondaking into consideration the isscanned

detection distanceof 2 m
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Results of detection

The results can be reviewea the Detector, its Alarms graph, in thecdor or Signals table during
detection Doubleclicking or clickg the signal shows it on th@ectrumgraphs When the Detector is
in Signal mode, it will show thalarm events of the clicked signal on thrmsgraph.

The RF Sweep mode presumes the detection and locating simultaneously, but due to the processing of
the entire frequency range themovement spedis limited.The Signal Analyzer modpage49) can be

used temporarily in order to study a suspicious signal and locate it physidadlg.the RF Sweep can be
continued again.

Press the Stop / View Log after the detection is completed. ffogrnation can be revieweth this
mode (page3).

Radiated Spurious Emissions

Many electronic devices like computers, printers, telephones, power supplies, etc. may produce
Radiated Spurious Emissions (RSE). The Delta X can detect these weak signals when its ardenna is at
close distance. If weaksignal or a fewveaksignals occur neaain electronic device at a distance of-30

50 cm and are absent in all other areas, it mayb@n of RSE. The Signal Analyzer mode can be used
for locating.

Training

Before starting the actual detectiga "test" detectionwith buggingdevices of different typesan be
performed

Some home appliances and cellular devices wgorilarly to real bugging devicebereforethey can be
used for trainingn the absence of real bugs.

Bugging device Replacement
VHF/UHF radio microphone Bodyworn "bodypacK radio microphone usedn TV
GSM bug Mobile phone inGSM mode (with 3G off) in the

conwersation state. A call fromlandlinetelephone can be
made, the phone picked up and leftf hook

3G bug 3G mobile phonén the conversation or dat@xchange
state. To initiate continuousata exchang&kype oWiber
software can be used or a long Youtube video watched

Wi-Fi transmitter (client) A WtFi connected robile phonein the gate of data
exchange $kype/VibefYoutube)

Wi-Fi transmitter (server) Wi-Fi router

Hidden wireless camera Video baby monitor

DECT radio microphone DECT phone in the conversation state

Bluetooth bug Bluetoothheadsetor wireless mousen the active state

Cellular devices can decrease the power or intensity of exchange when there is no conversation (no
sound).Whenperforming the testraining detection, make sure thee is a sound near the cellular
device.

When testing the Delta dake into consideration th reaction time of the used version the RF Sweep
mode. The"2000/6 Real Tinehas the fastest speesb the signal does not need to exiist solong to
be detected (up to 3 seconds). Téandard versions 100/12 and 100/4 need the signal to efostat
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least 2 minutes to detect it. At the same time, in the Signal Analyzer mode both versions have a quick
reaction time.

When testing the systemwith a catsremote control take into consideration that treent signal may
last less than theeaction timeof the system. The detectioof such signals may tak to 10 seconds.

Signal Analyzer

This mode was created for studying the spectrum of separate signals or bands, demodulation, adding
safe signals to the Known signals table and the physical locatamydfugging devices. This mode does
not capture new signals, but works with the records already stored in the Signals table.

Antenna connection connect the ODA or MWAG antenna directly to the INPUT socket. The antenna
should be selected depending time signalk frequency. The omnidirectional antenna GQbAovers the
wide frequency range and is suitable for all situations, while the directed microwave antenna@MWA
has a coverage starting from 800 MHz and provides a higher sensitivity and diredtiigtysimplifies

the locating procedure.

In the upper part of the software there is a toolbar containing some controls specific for this mode:

Update Span Number of readings Frequency Input

J (anTs ’)

The"Watch mode' defines what information is taken from the spectrum analyzspectrum or the
demodulated sound. With th&Spectrunt selected the spectrum graphs will update continually. With
the "Demodulate' selected the system allows the operator to listen to the aigand select the
demodulation mode and bandwidth (BW).

The"Input” allows the operator to select the input on the RF switcher. The control is used when the
antenna is connected not directly to the INPUT socket, but via the RF switcher.

Spectrum

Unlike he RF Sweep and Guard 24/7 where the entire RF spectrum is updated continually, the Signal
Analyzer only updates the partial spectrum. Thanks to this a higher update rate is achieved so that the
location procedure can be performed faster.

The"Update Spat defines the updated frequency range. When thauto" is selected, the item

displayed in the spectrum graphs (Spectrogram, Waterfall) span will be updated. When the user
changes the displayed span or scrolls to another frequency in the spectrum graighsew range is

updated. Please note that the system updates the span around the marker. Therefore after scrolling to a
new position the marker should be set inside the new visible area by clicking on the Spectrogram. When
a signal is doublelicked or dtked in the Signals table, the marker is set automatically.

The"Number of reading$ defines how many times the trace is fetched from the spectrum analyzer.
Thanks to the accumulation of maximums the increased number allows the operator to track any
intermittent signals with a short time of existence. For example, &Wgignds bursts only last-200
microseconds so the increased number will improve the probability of capturing. Increase the number of
readings for WFi, 4G/LTE, and all other nononstntly existing signals in order not to pass the activity
during the locating procedure.
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Please note that this setting is valid in the Signal Analyzer mode only, while the other modes fetch traces
in accordance with their own algorithms.

The"Frequency shows the tuned frequency. The marker on the Spectrogram will be positioned
correspondingly. There are 3 ways to change the tuned frequency:

1 Doubleclicking or clicking the signal in the Signals table
1 Aclick on the Spectrogram
9 Editing the value directlysing the Frequency control

Demodulation

When the watch mode is set tibemodulate' the Delta X produces demodulated sound on the
currently tuned frequency.

The toolbar in the Demodulate mode:

Watch Mode Demodulation mode BW Frequency Input

i EREE—— .
(M v) (220000kHz ¥ (ANT 1

There are Blemodulation modes FM (frequency modulation), AM (amplitude modulation), USB (upper
sideband modulation), LSB (lower sideband modulation) and CW (continuous wave modulation).

Please note that in our modern environment there are a huge number of digital signals which banno
listened to with the help of the analogue demodulator. Mobile communications, wireless devices and
encrypted VHF/UHF communication cannot be demodulated. Despite this the Delta X warns the
operator about the existence of such signals, by detectingr ggectrum. The subsequent locating
procedure makes it possible to pinpoint the transmitter in the premises not depending on the ability to
demodulate.

Analogue bugging transmitters typically use the FM modulation, although some devices sending audio
through wires can use the AM or other modes. Radio broadcasting uses both the FM and AM, depending
on the band. TV signals can be sent in the FM or AM, depending on the country.

The demodulatiorbandwidth (BW)can be selected in order to achieve the bestligyaf reception. For
example240000Hz is suitable for the demodulation of some analogue bugging devices, FM stations and
audio channels of TV stations. 15000 Hz is suitable for the reception of some analogue bugging devices
and VHF/UHF communications.

It is recommended to apply different demodulations and BWs when inspecting any unknown signals.

To tune in a signal doubldick or click it in the Signals table. By default the sigraintral frequency is
tuned in. Since the carrier of some signalsdspositioned in the center (for example TV/video signals),
it is recommended to change the tuned frequency within the edges of s&gsactrum in order to

study the unknown signal and find possible signs of modulation and audio.

Please note the abseamf audio is not a sign of a sigsadafety. The more important indication is the
absence of a high danger level in different parts of premises. Therefore it is recommended to move the
Delta X system or its antenna in order to inspect and locate anycogp signals.
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Physical locating of the transmitter
The procedure should be accomplished in the watch mode set to Spectrum.
Both the Locator and Detector can be used during the locating procedure.

The Locator will indicate the danger level by positigrthe higher values closer to the center and lower
values to the outer edge. The sigisgbosition will move to the center as the Delta X system or its
antenna is being moved closer to the transmitter.

The Detector will indicate the danger level on tiergraph. The current value will be shown by red, the
peak value by light red color. The operator will be warned by the proportional sound if the Audio alarm
function is activated. The sigradanger will increase as the Delta X or its antenna is diosbe

transmitter and will drop at longer distances. The Audio Alarm function will produce a clicking sound
with changing intensity, depending on the danger level.

By finding the place with the highest danger level the operator can locate the transmitte

The signas danger level can be between 0 and 100% and is calculated from the-tiiveskold level
and bandwidth. While the threshold for common signals is generated automatically, for bands it is set by
the operator.

Algorithm of the locatingprocedure:

1. Start the Signal Analyzer

2. Set watch mode to Spectrum

3. Open the Detector and select its mode as Signal or Selected Range.

4. With the Detector in the Signal mode: doutikck or click the desired signal in the Signals table;
With the Detector in Sected range mode: select the necessary span in the Spectrogram with
the help of the mousdeft button (the Select button should be in the pressed state)

5. Turn on the Audio alarm in the Detector

6. Open the Locator

7. Move the Delta X system or its antenna in order to find the place with the strongest danger level

8. The Detector and the Locator will show the changing level while the Audio alarm will produce

sound of corresponding intensity. The level and intensity ofsinend will grow as the antenna
is moved toward the transmitter. Please note that the danger only appears when the signal
SEOSSRa& G(KS (GKNBakKz2tR® LF GKS 5SGiSOG2NI A& A
suspicious signal residing inside a n®loir wireless band (for example Bluetooth or Zigbee),
the threshold for this band should be decreased temporarily so that the signal within the
selection exceeds it. In this case the bargraph will show azeon level.

9. The Alarm threshold allows the ofor to mute the audio for weaker levels. By increasing the
alarm threshold progressively it is possible to find the area with the strongest signal and, as
such, pinpoint the potential transmitter. The Zero button quickly sets the alarm threshold to the

current level.

Example of locating the 274.4 MHz transmitter:
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Signal's current danger level Signal's peak danger level

Mode |Signal M @ Audio alarm
Powerful and close Move antenna or

signals are located in entire system to Signal 274,4092 MHz [272,085-276,7334 MHz]

the center pinpoint the source
Danger level 78779 %

Alarm threshold 25%

100% level of

-
danger il

100 %

N% Signal's danger level

The tranlsmltter changes as the antenna
is very close to I is moved closer or

the antenna - further
(almost in the *
274,41 MHz
center) *
h‘ l

12:31:40 12:31:50 12:32:00 12:32:10 12:32:20 12:32:30

Display dangerous signals [10 v ] 1 Min = [ Auto J m E D E

Some safe signals from broadcasting or communications might produce increased danger [daése or
alarms'. False alarms have the following signs:

The danger level changes insignificantly in different parts of cliepkemises

The danger level rises near windows and outside the premises

There is no sharp increase of danger in a certain part of a room

The same signal exists in other logs obtained in other dezasbe checked with the help of the
"Search in othelogs' command (popup meng Selected signal)

=A =4 =4 =4

At the same time, really dangerous signals have the following signs:

1 A sharp increase of danger level in a certain place
1 A high danger level

Please note that the mobilstandardsof the higher generations (3@G/LTE) may ussome bands
simultaneouslyA mobile device may change the network and frequency during the communication
session. At this moment the signal may disappear from the Signal Analyzer tuned in the initial band.
Testing other bands or returning the detection will be necessary to find the new active band and to
continue with the location.

Directed microwave antenna MWA -6

The supplied microwave antenna M\W&can help in locating any transmitters working on frequencies
above 800 MHz. In additidn the increased sensitivity it can show the direction to the transmitter
which simplifies the locating procedure significantly.

1 To avoid losses in the RF switcher, connect the microwave antenna directly to the INPUT socket.
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1 Rotate the antenna in diffent directions to find the strongest danger level and go in that
direction. The Delta X system should be carried.

1 After approaching the potential location repeat finding the direction. As such;Istegtep, a
precise position of the transmitter can beuiod.

1 Proceed to the physical inspection

The following transmitters can be found with the help of the M\8/Aiicrowave antenna:

CDMA, GSM

3G

4G/LTE

Wi-Fi, WiMax, DECT, Bluetooth, ZigBee, wireless cameras
All other signals above 800 MHz

= =4 4 -4 =9

Inspecting wireless bands (Wi -Fi, etc.)

The wireless ISM bands must be checked very carefully during the TSCM svesething are many
surveillance devices utilizing theBequencies

There are 3 most popular ISM bansbkich areused worldwide:

1 2.4 GHz used by WiFi,Bluetooth and wireless devices
1 5 GHz used by WiFi, Bluetooth and wireless devices
1 902-928 MHzc used by wireless devicésot all countries)

If during the search you observe activity any wirelesand Wi-Fi2.4, WiFi 5 or 900 MHza)ith a
danger level more than 0%, it is recommended to stiilybandsepasately in the Signal Analyzer
mode. The update rate of the spectrum analyzer is higher in this mode; therefoteati@mitter can be
located faster

By moving the Delta X system or it#enna with the extension cable, you can locate fueirce ofa
signal as it is described time section"Physical locating of the transmittelUse the"Selected range
mode of the Detectowhen it is necessang locate a separate signal instead of entire band.

If this is a safand accessibldevice, temporarily turn it off. If you find that the signal source is outside
the room and is not amssible, you can increase the threshold to stop alarms from it.

The"ScarB02.11 wireless access points by wireless addgarameter from the'Settingsg General
forcesthe computets wireless network card to scan for the available access pointsdoeaity and
display them on the Spectrogramctivate this function tesimplify identification ofvirelesssignals
shown bythe SpectrogramPlease noteThisfunction willonly work if the computer is not in flight
mode.

The SSIDs ahyWi-Fi accespoints (routers) will be shown on the Spectrogram, each positioned in
correspondence with its sigriallevel and occupied channel.

The vertical position of the SSID (level) will grow as the anterbratight closer tahe access point. If

the peak on theSpectrogram coincides with the level of the access point, it may mean you are observing
the points signal. If the SSHevel stays the same and the signal grows, you are probably approaching
the active access poistuser.
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Below is the example of th24 GHz bandith 2 active access points and one wireless signal. The
spectrogram is in the Persistence mode:

Wireless signal SSID of access point

Spectrogram

-30dBm 24 GH WILFi/BT/Zigbee Signal of access point

-40dBm
-50dBm , Y WAV AV e : | A e

-60dBm

-70dBm a4

| W | Access point 1 |
-80dBm i lI Jﬂ
-90dBm ™ -,'.ﬁ....r';jd.-Jv"'.hvil-w\eau,.m N LSRR A R s

2392 2412 2432 2452

Waterfall v

14:12:31
14:12:30
14:12:28
14:12:26
14:12:25
14:12:23
14:12:22
14:12:20
14:12:19

2392
Access points with hidden SSIDs are displayed as MAC addresses.

Rescanning dhe access points arried outevery 10 seconds.

Adding signals to the Known Signals table

The Known Signals table can contain the signals of radio and TV broadcasting as well as the other
continuously existing signals in your area such as radio communications or wireless signals.

The kown signalgjivecertain advantages when the system is constantly used in the same area:

1 Quickeridentification ofsignals
1 Possibility to renaskknown signals during detection

The Update Masks modean recognize most dfie selected countrgrelevant FMand TV signals
existing in the area and store them in the Known Signals table.

Amore accurate waganbe the manual identification afach signain the Signal Analyzer mode and
addingit to the Known Signaltable with the help of thé'Add to Knowti button (Signalg Common
Signalg; toolbar).

Fill the Known Signals tablethe samearea(city) where the sweeping procedure is planned, but not
exactlyin the place othe pending searchin certain cases, if a signal is proven to be safe, for example, if
it is a local wireless signal, it can be added to the Know Signals in the place of detection.
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U Collect the active signals bynning the RF Sweep mode felB minutes while being inte
place of @od reception of radio signatswhen possible on higher floorand neara window

U Selectsignasone by onen the Signals table and inspettem in the Signal Analyzer modeote
the frequencyreviewthe spectrum andisten tothe demodulaed audio

U If the signal is identified,ress the'Add to knowri button situated on the toolbar for Common
signals

U The"Standard signalgop up window will show the list gfossiblevariantsaccording to the
localfrequencyassignmen{TV and FM signals)

U Selecthe correct variantaking into consideration the sigrisicharacteristics

In the below example the are3 options for the signal 91.7627 MHA€el" TV4Audid' is the
mostappropriate variant.

Selected Possible
signal VEUEWS

Common sigﬁals

91,7627 ((Add to known )

e Standard signals (click to select)
Name ],

@j‘ o e -
j |vanudio  lo7s  [2soke |
FM 918 8 250 kHz |
ova |8 |smHz |

|

-40dBm

85 2588 -50dBm

|

-60dBm

92,793

93 7939
94,1504
941797
95,2148

ocance

-70dBm

-80dBm

————— L -90dBm-—=—+ o P
1 Enter manually... d 91,59 91,69 91,79 91,89

92,3974 J
| )
I
\
[ —
952148 | |
\

The name of the signal in the Signals table will be displagetediately

U Use the"Update Mask button to mask the newly added knovaignalor update masks of all
signals at once in thdJpdate Maskémode afteradding all identified signals

U Scroll to thenext signal and proceed wiilts identification and addingo the Known Signals
table

The "Standard signaldist contains radio and TV signals. If y@ave identified another typef
transmission, for example, a VHF communications signal, the list will be empty. Ugnthe

Y |y dzl" buttah K this case. The Known Signals tableapiéin with thenewly addedsignalselected
It is necessary tassigra unique name tdhe newlyadded signal (obligatory)selectthe modulation and
adjust thebandwidthif necessary. Press thépply' and"Back to Signal AnalyZdyutton when
completed.

The frequency assignment is similar for many countriesranst be kept in mind during signals
identification:

Band Assignment
40-87.5 MHz 174230 MHz VHF TV and DTV
65.8¢ 74 MHz OIRT FM
87.5¢ 108 MHz FM and HD radio
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138174 MHz VHF communications
380-470 MHz UHF communications
470- 692 MHz UHF TV and DTV
Analog TV

An analog TV signal consists of 2 carrgargleo and audio, as shown tine illustration of PAL signa
spectrum below:

ANALOGUE TV CHANNEL (PAL B/G NICAM)

8MHz UHF

CHANNEL TMHz VHF CHANME!
VISION CARRIER LIMIT
+5.75

ref level 0dB
(paak sync power}

Fi SOUND -13d8
COLOUR
] SUBCARRIER +8MHz N\TE;;M

WVISION LUMINANCE
SIDEBANDS

CHROMA
SIDEBANDS

-1.25 0 FREQUENGY MHz wit VISION —— +4.43 #55 H

~30dBm Video carrier \udio carrier
-40dBm
-50dBm

The analogue TV
-60dBm signal (Eastern
-70dBm Europe, channel 9)

-80dBm . |

-90dBm Al A 1l
1971 1981 1991 2001 2011 2021 2031 2041 2051 2061 2071

The Delta X wittapture bothvideo and audio carrierand add thento the Signals table as 2 different
signalsDepending on the quality of receptiptihe bandwidth ofa videosignalwill vary from50kHz to 6
MHz, while theaudio carier's bandwidth might be 3@00 kHz.

Avideo @arrier, if demodulated in the AM demodulation mode, will have a characteristic buzz of
"vertical scanningy Anaudio carier can be listened to ithe FMmode.

Please notewhen a signal is selected in the Signals table with the help of dalibkng, the Delta Xs
tuned ino its central frequency by defaudind Spectrogrars span is selected automaticallyincea
video carrier is not centered, it is necessary to tuné manually, by clickinthe center ofthe peakon
the Spectrogam, and then listeimgto the signalTo review the entire TV signéitstly increase the
Spectrograrts displayed span to 10 MHz.

Digital TV

Since Digital Television (DTV) has become more widely used in many countries, some of, or all analog T
signals consisting of a pdirideo+ audio carrielare substituted with the modern digital signals
occupying the entire bandwidth with one solid carrier.
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Below is an example of a digital TV signal:

-30dEm

“40dBm DTV signal
-50dBm DTV signal in ATSC

-60dBm format (USA,

70dBm channel 23)

-80dBm —7

The bandwidth of a DTV signal caary from6 to 8 MHz in different countries.
When demodulateda DTV signalill havetypical"noisy digital sound in the AM and FM modes.
EMradio

The bandwidth (BW) of an Fsilgnal may b&0¢ 200 kHz, depending on reception conditions. The
spectrum of a typicaFM sighatonsists obne "peak':

-30dBm
-40dBm
-50dBm
-60dBm FM radio92.8 MHz
-70dBm
-80dBm

-90dBm
92,55 926 9265 927 9275 928 9285 929 9295 93 9305

AnFM signal can be listened to in thEM demodulatio mode.

High definition (HD) radio

HD radio transmits extra information and therefore occum@egder bandwidthof up to 400 kHzlt is
recommended to selea 400500 kHz bandwidth foanyHD radio signals in the Known Signals table.

-30dBm
-A0dBm

-50dBm
HD radian USA,

91.3 MHz

-60dEm

-70dBm =
80dBm——

-90dEm
91.05

Thesignalhas 2 additional sidebands each transmitting digital information, while the central caaer
be easily listened to in th8M demodulatioti mode.

Othersignals

57



Delta X. User Manual

In the area of sweeping there might be a number of VHF and UHF radio sgmidig taxiservices,
police, federal, military, aircraft, air traffic, marine, amateur gnblic safety

The signals might be sent by a base trunking station and exist cafiin@r they can have periodical
activity when transmitted by a portable or mobile transceiver.

After identification hese signals can be @eld to the Known Signals table with the help of tiAald to
knowr' and"9 y i S NJ Y ' bytidzis.fA in&jué name should be assignedgachnew record.

Guard 24/7

Therearea number ohiddenbugging @vices transmitting signals naronstantly:

1 Radio microphonesr video cameraactivatedremotely
T GSM/3G/AG/LTE bugs activateg anexternal request
1 Bugging devices with accumulation and periodical uploadimgformation

Such types of bugs transmit radio sigrjal periodically duringanimportant meeting, negotiations or
whenever necessarAn audicaccumulating bug can store conversasaturing days and then upload
the datawithin afew minutes at a pe-programmed time or under aexternal request

TheGuard 24/7 modavas created for the dagnd-night guardingof the target zone in order to detect
all types of signalincludinghon-constantonesand povide the highest level of security

There are somdifferencescomparedto the RF Sweep mode:

1 The systenhasalower alarm rate thankto the rejection ofshorttransmissions
1 The reaction time depends on the sigsghowerand bandwidth
9 The operator camise 2 antennasimultaneously to decrease afglse alarms

Gainingexperience in the RF Sweep madeecommendedbefore using the Guard 24/7.
Reaction time

Snce the short signals fromemote controls, wireless alarm sensors afidF/UHEommunications are
considered to besafethe Guard 24/7 rejects them. In this modeignal shoulaxist andexceedthe
thresholdduringacertain time in order to become dangerous.

The reaction time depends on the sigisgbower and bandwidth. The stroagsignals withawider
bandwidthproduce amalarmfaster, usuallywithin 3-5 second. Theweaker narrowband signalshould
existfor at least5-10 seconds to produce the alarm.

Please note that the pulsing timeslgignals like DECT, \Wj GSM4G/LTEetc. aredetectedin the
Guard 24/7 mode.

Initial p arameters

The parameters page appears when thaard 24/7mode is selectedAll theoptions aresimilar to the
RF Sweep modexcept the Algorithm selector:
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When the"1 antennd' algorithmis selected the Delta Works the same way as in the RF Swele.
The system/antenna can be moved or remain fixEdge only exception is the reaction tinfelease read
about the"RF Sweepon pagedO.

The"2 antennd algorithmwascreated forstaticuse.The Delta X can guard the target zdaea long
time and adapt to the RF environmehy updatingthe masksautomatically Theantennas are placed
inside the target roonand in a remote area.

The set for 2antenna detection mode is supplied separately (option 00ihcludesone ODA4
antenna and two 20 m extension cables.

Usage of2 antennas

1 The main antenna should be put within the target zoimetlie checked room)

1 The remote antenna should be as far from the target zone as possible (not closer t2én 15
meters)

9 The remote antenna should be able to receiilve broadcasting and other external signals with
high sensitivity. The optimal placement is near a window.

1 Bothantennasshould be used with the extension cabtesqualize the attenuatiopnot
dependirg on the position of the system.

1 The system can be placadany convenient place, within thtarget zone or in an adjacent room

In caseof organizinga permanentontrol postand rumingthroughits own cables use the following0
Ohmlow-attenuationcables: LMR240, 5BFB(6-7 mm), RG8, RG213, LMR400(10 mm) LMR600(14
mm).

The R@&8 and other highoss cablesannot be used

Do not exceed 380 meters length. Use the samalite length for the main antemote antenna.

If possible, the remote antennzan be placed in the roof area at leastin a window to povide the
best reception obroadcasting.
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